Method and Apparatus for Automatically Uninstalling 

Software on a Network 

Inventor: Richard Sadowsky 

Background of the Invention 

1. Cross-Reference to Related Patent Applications 

[0001] The present application claims priority from provisional U.S. Patent Application 
Serial No. 60/218,310, for "Method and Apparatus for Automatically Uninstalling Software on a 
Network," filed July 14, 2000, the disclosure of which is incorporated herein by reference. 

2. Technical Field 

[0002] This invention pertains to the field of uninstalling software applications. More 
particularly, the invention pertains to the field of uninstalling software applications which are 
resident on a plurality of computer terminals within a network. 

3. Background Art 

[0003] As software applications are installed onto a computer, the installation process will 
generally alter the computer's registry as well as install new files both outside and within the 
application's home directory. As a result, the removal of installed software applications from a 
computer is often much more complicated than merely deleting the software's home directory. 
In order to minimize the difficulty of removing software applications from a computer, 
uninstallation software packages have been commercially developed to identify all of the files 
installed by the software installation and subsequently remove these files. There are generally 
two types of commercially available uninstallation software packages. 

[0004] A first type of uninstallation software package is a pre-packaged uninstalling program 
that is sold in conjunction with a software application. A pre-packaged uninstalling program is 
designed to specifically remove only the corresponding software application with which it is 
packaged. It operates by specifically removing those files installed when the corresponding 
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software application was loaded onto the computer. The files installed and removed are dictated 
by user-defined selections which are made during the uninstallation process. 

[0005] The second type of uninstalling software is a general uninstalling program which 
must be resident on a computer at the time the software application to be uninstalled was 
installed. This type of uninstalling software records the install-time activities of a software 
application as it is subsequently installed on the specific computer terminal and generates an 
uninstall file designed to remove those files specifically installed when the software application 
was loaded onto the computer terminal. 

[0006] When a software application is installed on a computer, a user often customizes the 
installation by selecting a version of the software as well as defining run-time options that a 
software application will perform during its execution. A pre-packaged uninstall program 
normally comes packaged with a corresponding software application and contains multiple 
uninstalling options. The pre-packaged uninstall program requires a user to locally identify the 
version of the installed software application prior to the actual removal of the software 
application. Additionally, the pre-packaged uninstall program normally requires a user to locally 
input any customization options of the software application which were chosen during the 
installation process. From these inputs, the pre-packaged uninstall program identifies the 
necessary uninstalling options required to remove the particular software application from the 
computer. As a result, prior to the actual removal of a software application, this first type of 
uninstallation software package requires a user to select the correct uninstalling options 
corresponding to the customization options of the software application which were chosen during 
the installation process. Because this first type of uninstallation software package requires a user 
to interface with the computer upon which the software application is located, this type of 
uninstallation software package cannot efficiently remove software on a large number of 
computer terminals in a network. 

[0007] A general uninstall program must be placed on the computer prior to installation of 
the software applications that will be later removed. Examples of a general uninstall program 
include the Norton Uninstaller and the McAffee Uninstaller. A general uninstall program 
records the install-time activities of software applications as they are installed on the computer. 



2 



20423/05243/DOCS/l 163063.1 



From this record of install-time activities, the general uninstall program is able to monitor the 
files that are downloaded and changes in the computer registry during the installation of the 
software application. Thereafter, when a user wishes to uninstall the software application, a 
general uninstall program removes the files created as well as the changes in the computer 
registry that were recorded during the software installation. However, because this type of 
iminstallation software package must be present on a computer prior to the software installation, 
it cannot efficiently remove software on a large number of computer terminals on a network 
wherein the software was previously installed without all computers on the network having this 
type of general uninstall file. Additionally, this type of uninstallation software package must be 
locally triggered on each individual computer terminal in order to remove a specific software 
application resident on that computer terminal. 

(0008] As shown above, the prior art does not efficiently remove software applications 
resident on a large number of computer terminals in a network. If a user wants to use either type 
of uninstallation software package, the user must interface with each computer terminal. As a 
result, the removal of software applications on a large number of computer terminals requires a 
great amount of time for the user to interface with each computer terminal. What is needed is a 
method for allowing a user to remotely remove software applications on a large number of 
computer terminals in a network without having to interface with each individual computer 
terminal in the network. 

Summary of the Invention 

[00091 The present invention is an apparatus, method and computer readable software 
medium executable by a processor for automatically uninstalling software applications (130) 
resident on computer terminals (120) in a network. In a preferred embodiment, the invention is 
implemented within a model computer (110) and is used to generate a self-executing uninstall 
package (230). This self-executing iminstall package is then transmitted to each individual 
terminal (120) in the network. The invention preferably includes a detection module (310), a 
generation module (320), and a transmission module (330). The detection module (310) 
identifies the removal steps (340) required to uninstall a software application (130) fi-om the 
model computer (110). The generation module (320) creates a self-executing uninstall package 
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(230) from the removal steps (340) identified by the detection module (310). The transmission 
module (330) transmits the self-executing uninstall package (230) to each of the terminals (120) 
in the network containing the software application. Upon arriving at a terminal (120), the 
self-executing uninstall package (230) automatically executes and removes the software 
application from the terminal (120). 

Brief Description of the Drawings 

[00101 These and other more detailed and specific objects and features of the present 
invention are more fiiUy disclosed in the following specification, reference being had to the 
accompanying drawings, in which: 

[0011] Figure 1 is a block diagram illustrating a network containing a plurality of computer 
terminals (120) and a model computer (1 10) on which the present invention is implemented in 
hardware, firmware or software; 

[0012] Figure 2 is a block diagram showing the component parts of a first preferred 
embodiment of the present invention; 

[0013] Figure 3 is a flow chart illustrating a process for uninstaUing soflware on a plurality 
of terminals in a computer network in accordance with a first preferred embodiment of the 
present invention; 

[0014] Figure 4 shows a second preferred embodiment of the present invention whereby a 
self-executing uninstall package (430) is created using a record of the install-time activities 
monitored and recorded as a software application (420) is installed on the model computer (1 10); 

[0015] Figure 5 illustrates a flowchart showing a process for uninstaUing a software program 
from a plurality of terminals in a network in accordance with a second preferred embodiment of 
the present invention; and 

[0016] Figure 6 illustrates a preferred method for verifying whether a self-executing uninstall 
package will completely remove the software application. 
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Detailed Description of the Preferred Embodiments 

[0017] The present invention generates a self-executing uninstall package (230) capable of 
automatically removing a software application (130) from a plurality of computer terminals 
(120) within a network. In a preferred embodiment, the present invention is implemented in 
hardware, firmware or software on a model computer (1 10). Preferably, the model computer is 
one of the computer terminals in the computer network. After the self-executing uninstall 
package (230) is created, it is transmitted to each of the computer terminals (120) in the 
computer network (100) that contain the software application (130). After the self-executing 
uninstall package (230) is received by a computer terminal (120), it uninstalls the software 
application (130) without requiring any user interaction or interface at the computer 
terminal (120). 

[0018] In a preferred embodiment, the present invention effectively determines the minimum 
run-time components required to completely remove a software application from a computer 
terminal (120). From these minimum run-time components, the invention generates a 
self-executing uninstall package (230). Thereafter, the self-executing uninstall package is 
downloaded to each individual terminal within a network in order to automatically remove the 
software application from each computer terminal in a network. Because this uninstall 
package (230) is self-executing, an individual is not required to locally interface with any of the 
computer terminals (120) in order to remove the software. As a result, software (130) contained 
on a large number of computer terminals (120) in a large network can be quickly and easily 
removed. Moreover, because the self-executing uninstall package (230) contains a minimum 
number of run-time components, the bandwidth required to transmit this self-executing uninstall 
package (230) to each computer terminal (120) on the network (100) is minimized. 

[0019) The present invention offers the following advantages over the prior art: 

• The ability to remotely remove software applications from multiple computer 
terminals in a computer network 

• The ability to minimize the bandwidth required to transmit an uninstall package 
within a computer network 
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• The ability to remotely verify that all the files and registry changes associated with a 
computer application have been uninstalled 

• The ability to avoid user interface on local computer terminals as software is removed 
from each local terminal 

• The ability to identify specific local computer terminals to which the self-executing 
uninstall package is sent resulting in the subsequent self-execution of the uninstall 
package and removal of the software application from the specific local computer 
terminals 

[0020] Figure 1 illustrates a computer network (100) having a model computer (1 10) in 
which a preferred embodiment of the present invention is implemented. As shown, the network 
(100) contains multiple computer terminals (120)(l)-(n), with each individual terminal having a 
corresponding network address that identifies the specific computer terminal on the network 
(100). The computer terminals (120)(l)-(n) are coupled together via transmission mediums, such 
as computer cables or infrared transceivers (115), which allow data to be transmitted between 
each of the computer terminals (120)(l)-(n) in the network (100). 

[0021] It is understood that the model computer (110) contains a copy of a software 
application (130) which is to be uninstalled from each of the other computer terminals 
(120)(l)-(n) in the network. The present invention is implemented on the model computer (110) 
and is used to generate a self-executing uninstall package that will be transmitted to at least one 
computer terminal (120) in the network (100) containing the software apphcation (130). As 
shown in Figure 1, the model computer (1 10) is preferably locally coupled to the network (100), 
thereby allowing quick and easy generation and transmission of the self-executing uninstall 
package. However, the model computer (110) may be coupled to the network through an 
intranet or internet or may be completed separate from the network (100); in which instance, the 
self-executing uninstall package must be generated first on the model computer (110) and then 
downloaded onto at least one of the computer terminals (120)(l)-(n) on the network 100. 
Thereafter, the self-executing uninstall package will be transmitted to the other computer 
terminals (120)(l)-(n) in the network (100). 
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[0022] Figure 2 illustrates a first preferred embodiment of the present invention. A 
pre-packaged uninstall program (220) is loaded onto the model computer during the installation 
of the software application (130). This pre-packaged uninstall program (220) is designed to 
identify the exact version and installation process of the software application (130). To 
accomplish this identification, the uninstall program (220) requires a user to interface with the 
model computer and input the necessary information. For example, the uninstall program (220) 
will interface with a user via multiple pop-up boxes that ask specific questions. Typical 
questions may relate to the version of the software that was installed or whether the installation 
was fully or partially installed. A user is normally required to answer the questions in the pop-up 
boxes by pressing either a yes/no button or one of a list of answer buttons on each pop-up box. 
From the information inputted by the user, the pre-packaged uninstall program (220) selects the 
operating steps required to remove the software application from the computer. The operating 
steps are selected from a list of steps in the pre-packaged uninstall program (220) corresponding 
to the different possible versions and/or installation options of the software application which 
have been selected by the user. Thereafter, the pre-packaged uninstall program (220) uninstalls 
the software application fi-om the computer. 

[0023] This uninstallation process generally consists of removing the software application's 
commands and paths from the model computer's registry (250) and removing the corresponding 
files within the model computer's memory (240). A generation module (210) monitors the 
actual uninstall steps performed by the pre-packaged uninstall program based upon the user 
inputs as the software application (130) is removed. As a result, the generation module (210) 
identifies all the actual steps required to remove the software application based upon the user 
inputs. From these identified steps, the generation module (210) creates a self-executing 
uninstall package (230) which will perform each of these identified steps as if the user the user 
inputs were the same each time the uninstallation process was executed. This self-executing 
uninstall package (230) may be a batch file or computer script containing program code designed 
to perform the actual removal steps identified by the generation module. 

[0024] After creating the self-executing uninstall package (230), the present invention 
transfers the self-executing uninstall package to a transmission module (330). The transmission 
module (330) identifies the computer terminals (120) in the network containing the software 
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application (130) that will be uninstalled. The transmission module transmits copies of the 
self-executing uninstall package (230) to each of the terminals in the network identified as 
containing the software application to be installed. Each of the copied self-executing uninstall 
packages is given an address tag corresponding to a particular identified computer terminal (120) 
containing the software application (130). Thereafter, each self-executing uninstall 
package (230) is transmitted from the transmission module (330) to a computer terminal (120) 
corresponding to the address tag. Upon arriving at the computer terminal (120), each 
self-executing uninstall package executes without interfacing with a user and uninstalls the 
software application (130) from the terminal. This iminstall occurs automatically without 
requiring a user to repeat the process at each individual terminal in the network. Instead, the 
self-executing uninstall package will execute all of the steps as if the user input the same 
responses and information as that which were given when the uninstall process was executed on 
the model computer. 

[0025] Figure 3 illustrates a flow chart showing each of the steps in a first preferred 
embodiment of the present invention. As shown, in a first step (301) a copy of the software to be 
uninstalled from each terminal in the network is loaded onto a model computer along with a 
pre-packaged of uninstall program (Step 301). The pre-packaged uninstall program is then 
executed (Step 302). A user interacts with the model computer in order to input information and 
select uninstall options as required during execution of the pre-packaged uninstall program 
(Step 303). A generation module monitors the steps performed by the pre-packaged uninstall 
program as the software is uninstalled, tracking the actual uninstall process and the steps 
executed based upon the user inputs and uninstall options selected (Step 304). The generation 
module creates a self-executing uninstall package which includes the minimum real time steps 
executed or performed by the pre-packaged uninstall programs as a result or fimction of the user 
interaction (Step 305). Copies of the self-executing uninstall package are then transmitted to 
each of the computer terminals in the network identified as containing the software application to 
be uninstalled (Step 306). Upon arriving at a particular terminal in the network the 
self-executing uninstall package will execute all of the steps required to uninstall the software 
from the terminal, as if the user input the same responses and information as that which were 
given when the uninstall process was executed on the model computer (Step 307). 
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[0026] 



Figure 4 shows a second preferred embodiment of the present invention whereby a 



self-executing uninstall package (430) is created using a record of the install-time activities 
monitored and recorded as a software appUcation (420) is installed on the model computer (110). 
In this embodiment, the model computer (110) contains a general uninstall program (425) which 
records the install-time activities as the software application (420) to be uninstalled from each of 
the other terminals in the network is installed on the model computer. In this second preferred 
embodiment, the general uninstall program (425) must exist on the model computer (110) prior 
to the installation of the software application (420). Thereafter, the general uninstall program 
(425) records the install-time activities as the software application (420) is installed on the model 
computer (1 10). These install-time activities may include but are not limited the installation of 
files in the model computer's memory (440) and any changes made to the computer 
registry (450). 

(0027] As explained earlier, when the software application (420) is installed, a user will 
typically select different installation options and various files will be generated in the computer 
memory (440) and/or entries in the computer registry (450) will be created depending upon the 
options selected. The general uninstall program (425) monitors these install time activities and 
tracks which files/entries are created during the installation process as a result of the options 
selected. As a result, the general uninstall program (425) creates a record of the actual steps 
performed during the installation of the software application. A generation module (410) uses 
these recorded steps to subsequently create a self-executing uninstall package. The 
self-executing uninstall package includes executable software routines necessary to undo the 
steps performed during the installation of the software appHcation on the model computer (1 10). 
The generation module (410) is able to identify these steps from the stored install-time activities 
of the software application (420) recorded by the general uninstall program (425). From this 
record of the software application's install-time activities, the generation module (410) creates 
the self-executing iminstall package (430) which includes executable software routines necessary 
to xmdo the installation process. The self-executing uninstall package (430) will contain software 
routines and executable code necessary to remove all of the downloaded files from the memory 
(340) and undo all of the changes in the computer registry (350) performed during the 
installation of the software application (420). 
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[0028] After creating the self-executing uninstall package (430), the generation module (410) 
sends the self-executing uninstall package (430) to a transmission module (460). The 
transmission module (460) identifies the computer terminals (120)(l)-(n) in the network (100) 
containing the software application (420) to be removed. Copies of the self-executing uninstall 
packages (430) are made in the transmission module (460), with the total number of copies equal 
to the total number of terminals fi-om which the software application (420) is to be uninstalled. 
Each copy is given an address tag corresponding to a particular identified computer terminal 
(120)(n)-(l). Thereafter, the copies of the self-executing uninstall package (430) are transmitted 
fi-om the transmission module (460) to each individual computer terminal (120)(l)-(n) 
corresponding to the address tag given to that copy. Upon arriving at a computer terminal 
(120)(l)-(n) in the network, each self-executing uninstall package (430) automatically executes 
and uninstalls the sofl^vare application (420) without requiring any fiirther user interfacing. 

[0029] Figure 5 illustrates a flowchart showing a process for iminstalling a software program 
firom a plurality of terminals in a network in accordance with a second preferred embodiment of 
the present invention. As shown, in a first step (Step 501) a copy of the software to be 
uninstalled from each terminal in the network is loaded onto a model computer having a general 
uninstall program already resident on the model computer (Step 501). A user interacts with the 
model computer in order to input information and select install options as required during 
installation of the software application (Step 502). The general uninstall program will track and 
record the install-time activities executed on the model computer as the software application is 
iminstalled (Step 503). A generation module monitors the steps tracked and recorded by the 
general uninstall program as the software application is installed, tracking the actual install 
process and the steps executed based upon the user inputs and install options selected (Step 504). 
The generation module creates a self-executing uninstall package which includes the minimimi 
real time steps needed to undo the actual steps executed or performed as a result or fiinction of 
the user interaction during the installation of the software application (Step 505). Copies of the 
self-executing uninstall packages are made, with the total number of copies equal to the total 
number of terminals from which the software application is to be uninstalled, and each copy is 
given an address tag corresponding to a particular identified computer terminal (Step 506). 
Thereafter, the copies of the self-executing uninstall package are transmitted to each individual 
computer terminal corresponding to the address tag given to that copy (Step 507) Upon arriving 
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at a computer terminal in the network, each self-executing uninstall package automatically 
executes and uninstalls the software application without requiring any further user interfacing 



[0030) It is further desirable to be able to ensure that the self-executing uninstall package 
will completely uninstalls the software application and all of the files and registry entries 
associated therewith before transferring the self-executing uninstall package to each of the 
individual terminals. Figure 6 illustrates a preferred method for verifying whether a 
self-executing uninstall package will completely remove the software application. 

[0031] This verification method allows the model computer to compare the its 
pre-installation file and registry state to its post-removal file and registry state resulting from the 
installation and subsequent removal of the software application. This verification method is 
performed after a self-executing uninstall package has been generated but before it is copied and 
transferred to each of the individual terminals in the network. 

[0032] In order to verify the correct operation of the self-executing uninstall package, a 
model computer (not yet having a coy of the software application installed thereon, or from 
which any copies of the software application have been fully removed) will record its 
pre-installation state (Step 601). This pre-installation state includes a Ust of all the files 
contained within the memory as well as a copy of its registry prior to installation of the software 



[0033] The software application is then installed on the model computer (Step 602) and then 
removed fi"om the model computer using the self-executing uninstall package (Step 603). After 
the self-executing uninstall package has completed all of its software routines and completed the 
process of uninstalling the software application, the model computer records its post-removal 
state (Step 604). This post-removal state includes a list of all the files contained within the 
memory as well as a copy of the model computer's registry after removal of the software 
application by the self-executing iminstall package. Finally, the model computer compares the 
recorded pre-installation state to the recorded post-removal state and identifies any discrepancies 
between the two states (Step 605). 



(Step 508). 



application. 
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[0034] If the model computer does not find any discrepancies between the two states, then 
the self-executing uninstall package works properly and completely removes the software 
application. As a result, the self-executing uninstall package can be copied and transmitted to at 
least one computer terminal in the network and the user is assured that the software application 
will be completely removed (Step 606). If the model computer finds discrepancies between the 
two states, then the model computer will identify these discrepancies (Step 607). In this 
instance, the post-removal state will generally contain files not contained in the pre-installation 
state. Additionally, the model computer may identify any discrepancies between the registry in 
the pre-installation state and the post-installation state. As a result, the model computer will 
amend the self-executing xminstall package to include additional code and/or software routines 
necessary to insure that these discrepancies are remedied (Step 608). For example, the model 
computer may amend the self-executing uninstall package to include a computer command to 
delete a specific application file in the post-removal state that was not originally removed by the 
original self-executing. After amending the original self-executing uninstall package, the 
verification method is once again repeated using the newly amended self-executing uninstall 
package. This verification method is continually performed until a complete and amended 
self-executing xminstall package is created which completely removes the software application 
from the model computer. Thereafter, the self-executing uninstall package can be transmitted to 
at least one computer terminal in the network and the user is assured that the software application 
will be completely removed from each computer terminal. 

[00351 The above description is included to illustrate the operation of the preferred 
embodiments and is not meant to limit the scope of the invention. The scope of the invention is 
to be limited only by the following claims. From the above discussion, man variations will be 
apparent to one skilled in the art that would yet be encompassed by the spirit and scope of the 
present invention. 
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